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. Oracle Solutions for GRC

\ _____________ GRC Reporting & Analytics ‘/ Purpose-built business
; P P solutions for key
. Dashboards : i Reporting i ! KRI&Alerts industries and GRC
GRC Process Management
S ¥ T ' S
| \| Management !} Issue& I} Event& | _
] Audit \! Assessment ! Remediation |! Loss Mgmt | BeSt'_m'ClaSS GRC core
: solutions to support all
| GRC Application Controls mandates and regulations
________ .. T (T T T T T TTTTTTTTTT {__________________‘I
Apjfllcatmn ! | Configuration ! ! Transaction |
] €CeSS 4 Controls | |  Controls ! : :
. __Controls 1 TR g TR i Pre-integrated with
S Preventive Contrals I Oracle applications and
M technology, supports
\ GRC Infrastructure Controls heterogeneous
(TS A Y i ¥ R VT environments
» Identity '} Data ! Change i: Records !! Digital i
. Mgmt i Security i Mgmt i || Rights !

ORACLE" Hyperion' |JDEDWARDS PeopleSoft.
SIEBEL. w Custom or Legacy Applications
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. Oracle GRC Reporting & Analytics

v Pre-built dashboards aggregate

\ PR GR? R_e_portln_g&An_aIyncs ______________ information from all sources
| Dashboards ! | Reporting | | KRI&Alerts v Combine performance & GRC
| ] o information
M v Respond to KRl and issues
GRC Process Management )
R REEEEEEEEE N ERRREEEE e N . 4 Produce attestations and
] i! Management {! Issue& ! Event& dligeloenre
. Audit :. i N ] : e
! 1, Assessment ! Remediation i' Loss Mgmt . v Configure to meet your specific
' needs
GRC Application Controls
([~ T ST [ [ A )
»  Application ¢ | . . r : i
: ij i 1 Configuration ;| | Transaction
: €CeSS — 1 Controls | |  Controls !
: Controls P P

_________________________________________________________

" Preventive Controls .

GRC Infrastructure Controls

____________

Data i Change !! Records '
Security i1 ' :
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{2 Dracle BI Interactive Dashboards - Windows Internet Explorer

=181 ]

@1:: - IE, http: flocalhostfanalytics{saw, dI?Dashboard

j |E| |E| |Live Search

2]

Links E Cracle GRC Manager E Cracle GRC Intelligence E Oracle Conkent Server E Oracle GRCIRefresh & | Customize Links

* ﬁ @ Oracle BI Interactive Dashboards

ORACLE’

GRC Overview

Interactive Dashboards

Overall | Activities | Hyperion

My Dashboard Cerifications  Controls  GRC Overview lssues  Risks  Testing

Intuitive, graphical risk and
control analytics.

Welcome, Administrator!

@ v = EEJ 'ﬁEﬁgB'@TQDISY ”

Dashboards - Anzwers - More Products = - Seftings = - Log Out
Page Options ~

W

A

f"&‘% Controls Summary . e ? Passed Control Tests By Organization
Select Dimension: I Location ]" Select Dimension: I Location j" —
s
7
Control Test| Control Count of Passed B oy 33% o7 23% - BE% B gey - 100%
Location | Type Type Control Title Control Tests |Control% | Control %™ /,’,/
New York | Process Preventive Formal Aged crediter analysis performed and 14 /"
investigation of item older than & months
. . Monthly headcount analysis iz completed and
— s ~HIEE reconcied to the pavrol report : o 724
New York | Process Preventive Unidentified matched to control account unti .
matched to valid account - "
) ) Allaccounts are reviewed by credit team on a
Mew York |Audit Preventive monthly basie 1
. All accounts are reviewed by credit team on a
New York | Process Preventive | = - 14
manthty bazsis Chicago Dallas

(W] (4] [») [#) Records1-5

Control Failures = 20%

Modify - @‘mxh.ﬁ_ﬂ.cwukjd = Aurid tn Ariefine Anok.

Ralant Ni

-_# Risks by Process - Issues Aging i

|Done

ta| @ 8B POY | @cC

View by location, ’

regulation, due date, etc.

AWINDOWS|systems2. .. || & oracle BY Interactive . (3] Microsoft PowerPoint - [.. |

5% 5%
% 1z
hd

|— |— |_ |_ |_ |_ |J Trusted sites

| H00% -
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{2 Dracle BI Interactive Dashboards - Windows Internet Explorer - |E |ﬂ
@1:: v IE, hktp: Mlocalhostfanalytics/savw, di?Dashboard j |‘?|| X | ILive Search |P '|

Links E Cracle GRC Manager E Cracle GRC Intelligence E Oracle Conkent Server E Oracle GRCIRefresh & | Customize Links

* HFR? @Oracle B Interactive Dashboards ﬁ . v EE; - Iﬁvﬁage v @Tgols o

ORACLE Interactive Dashboards My Dashboard Cerifications  Controls  GRC Overview lssues  Risks  Testing

GRC Overview Welcome, Administrator!  Dashboards - Answers - More Products ~ - Seftings ¥ - Log Out

Overall | Activities | Hyperion L Bage Options ~
Consolidated view of financial

balances from Hyperion Financial
Management and risk rating from

Ny R . GRC Manager |

Americas I Shared Services

Ea

{in the thousands of dollars)

.‘7 Account Status by Organization
e

North America ~ HR Legal T
Boston New York  Chicago Dallas HR Legal IT
Risk Risk Risk Risk Risk Risk Risk

Statement Type Account Hame  Sub-Account Hame Amt Rating Ami Rating Amt Rating Amt Rating Amt Rating Amt Rating Amt Rating

Operatngcash  Operangcash  Operatngcash 4,522 [N .4cc [N 7> OO oot 12 931 [T+ [ os:
Investments nvestments nvestments 7 e B [ o O sst I oo
Accounts Receivable Accounts Receivable Accounts Receivable 985 12 994 [ oss [ oo 12 oot [@Nos2 [N o79
Receivables Recivables Receivables o9z 10 o3 10 oft [ces [ oes I sss [N oz
Liabilfties Liabilties Liabilties o2 LMoo O oos O oo: O oo« O oo LI ooe
Accounts Payabe | Equipmet Revenues o0 [l B e [ [l B o B o

Poductsaks 979 | JMMoes 10 sso fNoos IR ost IR ce2 [N oo

Modify - Refresh - Download - Add to Briefing Book

b

{in the thousands of dollars)

.‘7 Account Distribution by Organization
e

Americas Shared Services

Horth America HR Legal IT ﬂ

| T st i -
ﬁStartl J @ @ :.3 % % m n » J B C:\WINDOWSlsystem3z. . || @Uracle BI Interactive .. |} FiiMy C Drive\Dacument. . |EMicmsoFt PowetPaint - [, | ‘5&&%@ 12:18PM




. Oracle GRC Process Management

GRC Reporting & Analytics
i Dashboards ' i Reporting ' i KRI & Alerts
GRC Process Management v GRC system of record
- W T o o k
 Audit \| Management !} Issue& i Event& | v End-to-end ?RC Process
] |1 Assessment ! Remediation ! Loss Mgmt i managemen
: v Platform independent
GRC Application Controls v Integrated control management
(A ) PNTIN [ [ 1 . ..
A%(llcceastlson | . Configuration | . Transaction | v Closed-loop issue remediation
. Controls | | controls i Controls

_________________________________________________________

_ . Preventive Controls .

l GRC Infrastructure Controls

____________

Data
Security |
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Manage Regulations, Policies and Procedures
Align Regulations to policies to best-practice frameworks

ORACLE" Governance, Risk and Compliance Manager

Home
My Inbox Edit | Close | Move Business Processes | Copy |
* Business Processes
I Azsessments
I Self Testing 404-Management As
\ Audit Test Plans Standards
e e e } Audit Testing Audit - View
IEEEEEE } Walkthroughs )
} Issues WEEH__,WIE hierarchy
} Action Items English* % Set Default | The default language will be displayed when local translation is not available.

} Advanced Reporting

_ ¥ Organization th;ndbards o D DocID Title
Manage MUItlple + Open Hierarchy JaSrD;ng;r-poxr:tye Responsibility for Financial Reports
i *+ Create Hierarchy 3 007621  Acquire Physical Assets
Regu lations/Standards b Administration ./ 404-Management Assessment of Internal Controls
} Library 1 906-Real Time Issuer Disclosures 008625 Code of Conduct
} User =i PCI

1 Build and Maintain a Secure Network
_| Protect Cardholder Data
_| Maintain a Vulnerability Management Program
_| Implement Strong Access Control Measures
_I Regularly Monitor and Test Netwarks
_I Maintain an Information Security Policy
_IITG
_I NERC
1 AML

007593  Employee Exit Interview Process
007644  End of Month Close

007149  End of Month Close

I s 1 o o Y e |

008578  Manage Invoices

;

< Frameworks align corporate policies and associated controls to standards
< Link shared policies and controls in master libraries for easy maintenance
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. Oracle GRC Applications Controls

GRC Reporting & Analytics

—————————————————— e fm e e ==
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)
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f VT e e k
. Audit |1 Management it Issue& i Event& |
: | Assessment ! Remediation i! Loss Mgmt |
______________ GRC {Appllc_atlon(_iont{rols__ v" Preventive and detective
. Application . . o .
) I?Apccess i | Configuration ; | Transaction controls
| Eo P v" What-if risk simulation
| Controls | | Controls L Controls
pTTIIIIIITIIITITITI IITIToIIoTITIIIIIni oooooooooooooooon v" Automated controls testing

_ ‘ Preventive Controls I

l GRC Infrastructure Controls

___________________________________

Data
Security |
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. Oracle Application Access Controls Governor
Enforce proper segregation of duties

ORACLE Applicatiunc \/Slmpllfy Segregation of duties
, 2 : enforcement with simulation and
remediation

\/Mitigate risk of privileged user
access to enterprise applications
with approval workflow and audit
trails

v/ Accelerate deployment and time
to value with pre-delivered
controls library

S Detection Prevention -------- >

Define
Access
Controls

Access Remediation Preventive Compensating
Analysis (Clean-up) Provisioning Policies
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. Oracle Preventive Controls Governor
Enforce granular controls conditionally

| | \/Implement field-, block- and/or

Y e v SO e ST il form-level controls to hide, mask
e Lok e o e e ke ol O - or validate information

) Se:ugefr::::::e Form Narne User Farm Mame Event Block Marne Field Name Debug Active / En fo rC e b u S i n eS S p O I i Cy th rO u g h
"Ei.";iimms i:z:::m:: il:IZ:ZZKZItZZZZZ i:::: o o ii -7 additional automated processes
A0l | | | | | o O - . . .

= | | | | | 5 E \/Mltlgate risk of application

[ | | | | | | ER i
= | | | | | . changes with approval workflow
Description ‘::::iimiuns button (Disabled) via SOL when the subscriber of the ul s the same person who created the = an d au d |t tra| I S
( Rule Subscribers { Element Subscribers Details

Prevention -------ommmm

Add Navigation Add Messages Enforce LOVs
& & &
Extend Forms Default Values Field Attributes

Secure & Audit
Fields

Add Approval
Workflows
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Oracle Configuration Controls Governor

Ensure integrity of critical application setups

el ofd Change Tracking by Setup Object JrarRa A
Query Defi
Database Instance: YD1 Date Range: 14-MAR-00 to 14-MAR-00
Application: Oracle GL11.0.3 Changes Made By A
Object Set of Books

Application & Dbject Information:

Dwning Application Name: GL 1103 Object Name: o of Bock
Shared Application Name: Oracle GL 11 Dbject Descrip} D8&bition of Set of Books [VD11)
4 y 4 y 4 1

Change Session Inft ion:

r 4 1

Change Date:  14M&R0013:3345
Set of Books Name:  Vision Operations [USA) 1

App User Name: PPOTTER
Responsibility Mame: General Ledger, Vision Operations (USA)

Set of Books Information
Table Name: GL_SETS_OF_BOOKS

Set of Books Name:  Vision Dpesations (USA) 1

K2 Company Set of Bogks
3

0ld Value New Value Changed?
Wision Operationss Books
5

No Yes

No Yes

Define
Configuration
Controls
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Document or
Compare
Configurations

Monitor
Configuration
Changes

v/ Achieve consistent application
setup and operating standards
across multiple instances

v Track complete audit trails for
changes to key configurations

\/Tightly control change
management to accelerate
development and test time

Enforce
Change
Control

Manage
Data
Integrity



. Oracle Transaction Controls Governor
ldentify inaccurate or fraudulent transactions

Home > List Suspect Tasks > Suspect Details

Control Monitor SplitPurchase Orders RuniD u / . .

Received 17-Apr-2008 1029 48 AW C t | y t y
R o IS . ontinuously monitor accurac
Suspect Source Mike Ketehrmere ) . g

Conteld cron1r Cantrol Elemens Gonrl | Spit Puchase Orders Montor of transactions and miti gate

Control Name: Split Purchase Orders Wonito Control Monitor: Spht Purchase Orders

Control Description Split Purchase Orders Monitol = ion:  1.00

e exposure to fraud

Split Purchage Orders Monitor | Splt Purchase Orders Monitor

Run 1D Taskld Record Details Status b TeSt ag al n St th res h O | d S

17-Apr2008 10:06:39 am 22
17-Apr-2008 10:27:05 am 23
17-Apr2008 10:28:52 am 24 k-

Run Date

*Search for anomalies

Suspect
Transactions g

*Perform transaction
sampling

ol g o 17-Apr-2008 1026052 am 24 *®

Amount greater than: 500 USD

g 17-Apr-2008 10:29:49 AM Qperating Unit Vision Operations
‘Vendor Name: D
PO Nutber, 3001
Created by Barclay, Mr. lan
Amount greater than: 500 USD

5 e 17-Apr-200810:29:49 AW Operating Unit Vision Operations: o Show History

Define Perform Review and Preventive
Transaction Transaction Address Transaction
Controls Analysis Suspects Controls
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